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Awareness Material on Money Mule



“Don't Rent Your Account. Don't Become a Money Mule. Your Account, Your Responsibility. Protect Yourself from
Money Mule Scams”

What is a Money Mule?

A money mule is a person or entity that allows its bank account, wallet, or other financial channel to be used to receive,
transfer, withdraw, or move money on behalf of another person or organization, knowingly or unknowingly. Such funds are
often linked to fraud, cybercrime, money laundering, or other criminal activities.

Criminals often recruit money mules through social media, messaging applications, online advertisements, telephone calls, or
personal contacts by offering easy income, commissions, part-time work, or investment opportunities.

How the Scheme Works

A fraudster approaches an individual with an offer of easy income, commission, or part-time work.
The individual is asked to share banking details or open a new bank account.
Money obtained through illegal activities is deposited into the individual's account.

The individual is instructed to transfer the funds to another account, withdraw cash, or purchase digital assets on behalf
of another person.

The individual receives a small commission, while the remaining funds are transferred to criminals.

Warning Signs (Red Flags)

Be cautious if you encounter any of the following:

Someone offers you money, commission, gifts, or rewards for using your bank account.
You are asked to receive money into your account and immediately transfer it to another person or account.
You receive funds from strangers or unrelated persons and are instructed to move the money elsewhere.

You are approached through social media, messaging apps, SMS, email, or phone calls offering easy income, work-
from-home opportunities, or part-time employment.

You are asked to share your ATM card, cheque book, PIN, OTP, password, mobile banking credentials, or other
banking information.

You are requested to provide copies of your citizenship certificate, passport, photograph, bank statement, or other
identity documents without a legitimate purpose.

The source or purpose of the money is unclear or cannot be properly explained.

You are asked to use your account, wallet, or digital banking services on behalf of another person.

You are promised a reward for allowing someone else to use your bank account or financial services.
You are asked to buy, sell, receive, or transfer cryptocurrency using money received from another person.

The transaction appears unusual or inconsistent with your normal financial activities.

Consequences of Being a Money Mule

Common Recruitment Messages

Be aware of messages such as:

"Earn money from home with no experience required."
"Use your bank account and earn commission."
"Receive money and transfer it to another account."”
"Guaranteed income with little effort."

"Quick earnings through online work."

If an offer sounds too good to be true, it probably is.

Consequences of Being a Money Mule



Becoming involved in money mule activities can have serious consequences:

* You may become subject to investigation by competent authorities.

Your bank account may be frozen, restricted, or permanently closed.

You may face action under applicable laws relating to fraud, financial crimes, and money laundering.

Lack of awareness may not protect you from legal scrutiny.

e Your personal information and identity documents may be misused for further criminal activities.

You may face difficulties in obtaining banking facilities in the future, including opening accounts, obtaining loans, or
accessing digital banking services.

e You may suffer financial loss and reputational damage.

How to Protect Yourself?

e Never share your bank account, ATM card, PIN, OTP, password, or mobile banking credentials with anyone.

Never allow another person to use your account to receive, transfer, or withdraw money.

e Use your account only for transactions that you understand and can reasonably explain.

Know the source and purpose of funds received into your account.

o Be cautious of offers promising easy income, guaranteed profits, or commissions.

Verify the legitimacy of any job offer, business opportunity, or investment scheme.

Protect your personal and KYC information from misuse.

Report suspicious requests or transactions immediately to your bank.

What Should You Do If You Suspect Something?
If you notice suspicious activity involving your account:
e Contact your bank or financial institution immediately.
o Stop any further suspicious transactions.
e Request temporary restriction or blocking of the account if necessary.
e Change your passwords, PINs, and login credentials if you believe they have been compromised.
e Report the matter to the Nepal Police Cyber Bureau or other relevant authorities.

o Cooperate with your bank and relevant authorities during any investigation.

Remember:

Your bank will never ask for your PIN, password, or OTP through phone calls, SMS, email, or social
media.

Never 'rent out" your bank account to anyone.
You are responsible for transactions conducted through your account.

Never receive or transfer money on behalf of another person unless the source and purpose of the funds
are clear and legitimate.

Protecting your account helps prevent fraud, cybercrime, money laundering and other financial
crimes.

o Stay Alert. Stay Safe.
e Protect Yourself. Protect Your Account. Help Prevent Financial Crime.

e If you have any concerns regarding suspicious transactions or misuse of your account, please contact your nearest
Himalayan Bank branch immediately.
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